Start 



Provide biometric information 



Characterize biometric information 



I 



Compare characterized biometric 
information with stored templates 



Match ? 



No 



Yes 



Provide password associated with stored template 



Identification 
Authorization 



Fig. 1 



Prior Art 




Fig. 2 



a 




a 




Fig. 5a 




Fig. 5b 



a 




Fig. 6a 



a 




Fig. 6b 



a 




Enrollment 



101 



Capture N Images 



102 



Extract Features 



103 



Encode Features 



104 



Ir N Images 



110 




120 
N Templates 




130 



Er+5 



Generate String 
Based on Feature / Symbol 
Reliability 




Enrollment 
String 



150 



105 



Hash 



X H((3) 



Fig. 9 



Hashed 
Enrollment 



Verification 1 



201 



Capture Image 



202 



Extract Features 



(Against Enrollment 
String P) 



210 image 



@ 220 live template 




Fig. 10 



301 



Verification 2 (Against Hashed Enrollment 

String H(p)) 



Capture Image 



302 



310 



Extract Features 



303 



@ 320 



Encode Features 



m 330 

340 





For Y s B ^) (a) 















Live 
String 



Hash Value of 
Enrollment String p 

307 



306. 

►<H(y)=H(p): 

? ^ N 



Use y as 
Password 

309 



Y 




No Match 



Fig. 11 



311 



